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 Partner, Harrington LLP (2010)
 Ontario Bar 1985
 Board of Directors, CanLII
 JTAC, Canadian Judicial Council ( since 1987) 
 Sedona Conference Canada WG‐ 7 (to 2011)
 E‐Discovery Subcommittee, Task Force on The 

Discovery Process in Ontario
 Nova Scotia Courts, Amended Civil Procedure 

Rules
 McCarthy Tétrault, Legal Technology Counsel 1988‐1995
 Commonwealth Legal 2000‐2009
 Co‐founder, CEO

INFORMATION 
GOVERNANCE
LAWYER
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 ESI [Electronically stored information] is 
discoverable (1)

 Proportionality (2)
 Early preservation (3)
 Meet & Confer (4)
 Reasonableness (3), (5)
 Use of technology (7)
 Agree on format (8)
 Each party bears own costs (12)
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1. Hard copy original paper
2. Born digital
3. Relied‐upon paper printout from digital source
4. Image scanned or microfilmed from paper
5. Records created through EDI (eCommerce)

Consider status:
1. Tape backup copy of email message in a database
2. Handwritten notes on a hard copy of page two of a Word document
3. Embedded formulas in an Excel spreadsheet
4. Etc.
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Standards for Records 
Management
 ISO 15489-1 Information and Documentation – records 

management

 “An organization seeking to conform to this part of ISO 15489 
should establish, document, maintain and promulgate 
policies, procedures and practices for records management 
to ensure that its business need for evidence, accountability 
and information about its activities is met.” s. 6.1.
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 Volume and cheap storage
 Transitory and persistent
 Metadata – audit trail
 Decentralized
 No inherent security
 Multiple devices
 Machine readable
 Obsolescence
 Admissibility
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 How long does an airline or hotel have to 
keep a record of reservations? When can it be 
deleted?
 In the normal course of business?
 When they realized they were going to be sued?
 Who decides?

 Can they keep all electronic records forever?
 Relevance – information v. records
 Litigation hold override
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 Laws of general application
 Statutory retention periods
 Common law and statutory limitation periods

 Specific laws by sector or industry
 Regulated industries

 Records management standards
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 My reservations contain Personal Information
 How is it protected?
 Was it collected with my consent?
 Can it be shared without my knowledge?
 What if it contains incorrect information?

 Social networking
 Employee rights
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 Legislation
 Canada: Federal, Provincial Privacy, access and 
freedom of information
 Public and private sector
 Special legislation – e.g. health
 European Community Directive
 US Patriot Act

 Case law
 Privacy Commissioner decisions
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 Is a web‐based reservation or 
receipt valid in law?

 If so, when and where was 
the contract made?

 What if legislation says 
records must be kept “in 
writing”?
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 Electronic Transactions Legislation
 Validity in place of a “written” record
 Location and timing of transactions

 Electronic signatures
 Confirming identity
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 Business records are hearsay
 Document as proof of a statement made by 
someone not in court
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 Business records to be admissible must be 
shown to be made in the “usual and ordinary 
course of business.”

 Same rule for electronic business records.
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 In the absence of an “original”, is a copy 
admissible?

 What is an electronic “original” anyway?
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 A printout of an electronic record that has 
been relied upon and used as the record, 
satisfies the best evidence rule

 The integrity of an electronic record may be 
proved by evidence of the integrity of the 
electronic records system
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 Is the proffered evidence what it purports to 
be?

 Was there authority to issue the record as an 
official business record?

 Who is the “author”?
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THE LAW
Authentication

 “Before any document can be admitted into evidence … it must 
be authenticated in some way by the party who wishes to rely on 
it. This authentication requires testimony by some witness; a 
document cannot simply be placed on the bench in front of the 
judge.” R. v. Schwartz, [1988] 2 S.C.R. 443 at para. 58.
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Proof of payment - paper
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Key questions
1. If we scan the cheque to PDF, 

is the PDF admissible as 
evidence?

2. If we scan the cheque to PDF 
and shred it, is the PDF 
admissible as evidence?

3. What if we don’t use cheques at 
all? How can we prove an 
electronic payment?

4. Is a print-out of a web page 
evidence of payment? If not, 
then what is?
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 “The person seeking to introduce an 
electronic record has the burden of proving 
its authenticity by evidence capable of 
supporting a finding that the electronic 
record is what the person claims it to be.”

 = Rebuttable presumption
 Test: “Circumstances of the making of the 
record”
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 Advisable to use all three tests for electronic 
records management:
 Ordinary course of business (hearsay)
 Integrity of the system (best evidence)
 Circumstances of the making of the record 
(authentication)

 Implement National Standards
 CGSB 72‐11 – Scanned images as evidence
 CGSB 72‐34 – Electronic information as evidence
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1. Policy must authorize the establishment of an Electronic Image 
Management program [next slide]

2. Written procedures manual describing the EIM program
3. Source records prepared for capture in accordance with ANSI/AIIM MS52
4. Basic control objectives of Completeness –Accuracy –Authorization ‐
Maintenance

5. Images must not be lost or damaged through accident or omission
6. Bibliographic, biographic information must be captured completely
7. Biographic information for locating and retrieving images must have the 
following to be complete: Capture date ‐Capture device ID ‐Any details on 
modifications ‐Cross‐references

8. If electronic images subject to the same rules that apply to all other 
computer‐produced records (cf .CGSB 72.34).

COPYRIGHT 2011 HARRINGTON LLP www.harringtonllp.com PAGE 28



1. Authorized system to effectively manage electronic records (including 
email, databases, websites, etc.)

2. Software that helps hold, identify, collect, cull, and review electronic 
records in situ as part of an electronic RMS

3. Use/collect data from reliable sources
4. Reliable operating and application software
5. Track system changes and upgrades
6. Validate data entry and processing procedures
7. Create source records soon after the event
8. Make business decisions in reliance on our own electronic records
9. Create records routinely in the ordinary course of business
10.Implement RIM industry standards
11.Run a secure system
12.Segregate or otherwise protect privileged and private information
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1. ORIGINAL PAPER

2. PHOTOCOPY

AUTHENTICATION

4. SCANNED
IMAGE

3. ELECTRONIC 
SOURCE

5. PRINTOUT

ORIGINAL 
DESTROYED

BEST EVIDENCE

RULE AGAINST HEARSAY

ADMISSIBLE

C I R C U M S T A N C E S INTEGRITY OF THE RECORD

“O  R  I  G  I N  A  L” INTEGRITY OF THE RECORD RELIED UPON

USUAL AND ORDINARY COURSE OF BUSINESS
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 Supports privacy, authenticity and integrity
 How do I know the evidence has not been 
tampered with?
 Deliberately or Inadvertently?

 Who had access to the reservation online?
 Who had access before production and trial?
 Cloud computing
 How accurate and trustworthy is the reservation 
software?
 Was it programmed properly and monitored? 
Validated?
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 ISO/IEC 27002 ISO/IEC 27002:2005 provides best practices 
for information security management. Information 
security is defined in the context of the C‐I‐A triad:
 Confidentiality (ensuring that information is accessible only to 

those authorized to have access)
 Integrity (safeguarding the accuracy and completeness of 

information and processing methods) and 
 Availability (ensuring that authorised users have access to 

information and associated assets when required).

 Canadian Government Security Policy
 Blueprint for the Security of Judicial Information
 Policies v. implementation and audit

COPYRIGHT 2011 HARRINGTON LLP www.harringtonllp.com PAGE 32



 How can we find all the relevant information?
 How do we minimize the cost?
 How do we filter out private, privileged and 
irrelevant information?

 How do we produce a database, or a website?
 Can the plaintiff be allowed to search in a 
database?

 How is a reservation record to be presented 
in court?
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 Rules of Civil Procedure
 Rules of Practice: 
 Tribunals, Commissions and Inquiries

 Sedona Canada Principles
 Court Practice Directions
 National Model Practice Direction (JTAC)
 Case law

COPYRIGHT 2011 HARRINGTON LLP www.harringtonllp.com PAGE 34



 ESI is discoverable (1)
 Proportionality (2)
 Early preservation (3)
 Meet & Confer (4)
 Reasonableness (3), (5)
 Use of technology (7)
 Agree on format (8)
 Each party bears own costs (12)
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• What to keep and for how long?• What to keep and for how long?Records Retention

• Validity of transactions• Validity of transactionsElectronic Commerce

• Protection, consent, notice and access• Protection, consent, notice and accessPrivacy

• Authenticity, integrity, privacy assurance• Authenticity, integrity, privacy assuranceInformation Security

• Access, cost, relevance, completeness• Access, cost, relevance, completenessElectronic Discovery

• Proof of contents• Proof of contentsAdmissibility
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Australian E-Courtroom
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Montreal CyberCourt
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$7.1 million E-Courtroom
Air India Courtroom 2002
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$3,000 E-Courtroom
All Hardware Re-Usable

19” LCD Monitors, 
$250 each

Examining 
counsel’s 
laptop with 
exhibits 
$1,970

4-way video 
splitter $60
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The Essential Steps for Counsel
 Develop a pre-trial protocol
 Involve the trial scheduling office, when a trial 

date and judge are first assigned
 Settle and provide:

- the courtroom hardware and software
- equipment and training for the trial judge
- don’t forget the registrar & court reporter

 Agree on any pre-filed materials
 Agree on how the “record” will be entered and 

maintained at trial
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Developing a Pre-Trial Protocol

 Counsel should agree in writing on
 courtroom hardware and software
 back-up and security measures
 how to create and maintain the “record”
 any electronic materials to be pre-filed.

 Anticipate any problems the court may 
have and provide solutions in advance
 Consider the Registrar and court reporter, as 

well as the trial judge
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1. Alberta oil company scan and shred
2. Alberta public pension company ERMS 

compliance
3. Private companies ‐ Privacy and Information 

Security compliance
4. Ontario real estate firm public inquiry
5. Ontario Energy company mega‐project 

litigation readiness
6. Ontario plaintiff‐side class actions
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CONTACT:

 martin@harringtonllp.com
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